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Introduction

Hello and thank you for being a member of the UAB Medicine team. The Health Services Information
Services (HSIS) Remote Access Guide serves as a point of reference for all remote access users.

What is Remote Access?

By definition, Remote Access is the ability to access a computer, network, or network resource from
outside of the network’s firewall. At UAB, we utilize RSA SecurlD tokens and Citrix Receiver for
remote access via the UAB Citrix Storefront. The UAB Citrix Storefront can be found at the following
web address: https://citrix.hs.uab.edu/.

How do | request Remote Access?

if you would like to request Remote Access, complete and submit the Remote Access Request form
found at the following web address: https://www.oneuabmedicine.org/web/hsis/technical-
support/remote-access-request. Please allow 3-7 business days for your request to be processed.

What if | have questions or require assistance?
If you have questions or require assistance, please contact the Health System Information Services
(HSIS) Help Desk via e-mail at helpdesk@uabmc.edu or by phone at (205) 934-8888.

Again, thank you for being a member of the UAB Medicine team and thank you for all that you do.


https://citrix.hs.uab.edu/
https://www.oneuabmedicine.org/web/hsis/technical-support/remote-access-request
https://www.oneuabmedicine.org/web/hsis/technical-support/remote-access-request
mailto:helpdesk@uabmc.edu

Installing Citrix Receiver

Citrix Receiver for Windows

Citrix Receiver must be installed on computer to use applications on UAB Medicine Citrix Storefront.
Download Citrix Receiver here: https://www.citrix.com/products/receiver/

cimpx
Receiver

Download Receiver for Windows

1. Click Download Receiverfor Windows.
2. Run the CitrixReceiver.exe file when prompted. Note: The process differs based on the
browser used. See below.

Internet Explorer

chmpc
Receiver

Thank you for downloading
Citrix Receiver

About Installing Citrix Receiver
© Where can | download Citrix Receiver on other platforms and devices?
© How do | install Receiver?

® How do | get help installing or using Receiver?

© I'm looking for the ICA Client. Is that the same as Receiver? \

i —

Click Run.

Chrome

chrrpe

Receiver

Thank you for downloading
Citrix Receiver

About Installing Citrix Receiver
© Where can | download Citrix Receiver on other platforms and devices?
© How do linstall Receiver?

© How do | get help installing o using Receiver?

/ @ I'm looking for the ICA Clie

Click CitrixReceiver.exe

s that the same as Receiver?


https://www.citrix.com/products/receiver/

Firefox

cimapx

Receiver

Thank you for downloading
itri eiver

rix Rec

© Where can | download C e ) p
® How do | install Receiver? \

® How do | get help installing or using Receiver?

@ I'm looking for the ICA Client. Is that the same as Receiver?

®© | have a version of Receiver already installed. Do | need to uninstall previous versions?

Click Save File.

@ Citrix Receiver x @ Citrix Receiver x

License Agreement
to Citrix

You must accept thelicense agreement below to proceed. Citrix Receiver installs software that allows access to virtual

applications that your organization pravides, including

CITRIX RECEIVER LICENSE AGREEMENT B saftware that allows access to the applicatians that use
your browser.
o cimape
This is a legal agreement ("AGREEMENT") between you, the Receiver - Allow applications access to your webcam and

microphaone.
- Allow applications to use your location

- Allow access to local applications authorized by your
company.

- Save your credential to log on automatically.

Licensed User, and Citrix Systems, Inc,, Citrix Systems
International GmbH, or Citrix Systems Asia Pacific Pty Ltd
Your location of receipt of this component (hereinafter
“RECEIVER") determines the licensing entity hereunder (the

applicable entity is hereinafter referred to aR CITRIX").
[£11 accept the license agresment

nstal B B

Click Start to set up@nd install Citrix Receiver on your
computer.

3. Check box to agree to Citrix License Agreement then click Install.
4. Click Start to begin the installation.

@ Citrix Receiver @ citrix Receiver X

Installing Receiver... @ :
citepe

Receiver

J Installation successful

— If you received instructions to set up Citrix Receiver with your
email or a server address, dick Add Account, Otherwise, click
Finish, and you can set up an account later,

5. Once installation is complete, click Finish. This completes the process. Note: You are NOT
required to add an account during this step.



Citrix Receiver for Mac OS X

Citrix Receiver must be installed on computer to use applications on UAB Medicine Citrix Storefront
Download Citrix Receiver here: https://Awww.citrix.com/products/receiver/

0ps on any device

1. Click Download Receiverfor Mac. You will be redirected the Receiver for Mac download page
Click Download Receiver for Mac.

60090

2. When prompted, click to save the Citrix Receiver installer. Note: The process differs based on
the browser used. See below.

Safari

o0 e

Back/Forward Share _Edit Tags Getinfo Quick Look
Favorites

22 Dropbo (...
@) Airbrop

CitrixReceiver.dmg \
© Downloads e

£ Recente
# Applications
iCloud
& icloud... (O
[ Documents
Devices
[=) Macintosh...

& Holger Da... & Macintosh HD » [ Users » &

The .dmg file will be download to the Downloads folder on your Mac. Click on this file to
launch the installer.


https://www.citrix.com/products/receiver/

Chrome

LR =]

Click to launch Installer or locate file in Downloads folder.

Firefox

Click Save File.

60090

Click file to launch installer or locate file in Downloads folder.




® 1 of 2 selected —

>

U

Install Citrix Receiver Uninetall Citrix Receiver

i Citrix Receiver > 4 Install Citrix Receiver

3. When prompted, click Install Citrix Receiver to begin installation.

L] & Install Citrix Reciver -

= ‘This package will run a program te Welcome to the Citrlx Receiver Installer

. determine if the software can be installed.
To ksep your computer secure, you should anly run . your
rograms or instal software from a trusted source. ‘your browser.
ot sure about this software’s 3ource, cick License

‘Cancei to stop the program and the nstai stin.
Destination Sefect

] tin
Cance Continue Installation Type
installation
Add Account
Summary
GoBack || Continue Gontinue

4. Click Continue to run program.
5. Click Continue to view Software License Agreement. You can save or print this agreement if

necessary.

L]  Install Citrix Recsivar -  Install Citrix Receiver -
Software License Agreement To continue installing the software you must agree to the terms of
g B the software license agreement.
* I ciick Agree to continue or ciick Disagree to cancel the installation and
CITRIX RECEIVER LICENSE AGREEMENT » Ue Quit the Installer.
t This is a legal agresment ("AGRE EMENT") between you, the Licensed Da a

User, and Carix Systems, Inc., Citrix Systems nteenationsl GmbH, or

Crx Systoms Asia Pacific Pty Lid. Your kocation of receipt of s
RECEIVER)

hereunder (the appicable entiy is hereinafir reforred to as “CITRIX")

Gitrx Systems, Inc. a Osiaware corporation, Icenses RECEIVER in

s aSwiss

Read License. Disagree Agree

e
he Americas and Japan. Canx Systems Intemational GmoH, a Swiss

nc., company wholly cwned by Cilfix Systems, inc., icenses RECEIVER in
Europs, the East, Atica, and the Pacic (exciuding Japan). BY X ; Japan). BY
OADING, INSTALLING OR USING RECEIVER, YOU ARE 'DOWNLOADING. INSTALLING OR USING RECEIVER, YOU ARE
AGREEING TO BE BOUND BY THE TERMS OF THIS AGREEMENT. AGREEING TO BE BOUND BY THE TERMS OF THIS AGREEMENT.
¥ YOU DO NOT AGREE TO THE OF THIS AGREEMENT, IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT,
, INSTALL AND/OR USE RECEIVER 00 INLOAD, INSTALL ANDIOR USE RECEIVER
1. GRANT OF LICENSE. REX contains chent software that 1. GRANT OF LICENSE. RECEIVER cont mat
55 0r alows o utiize the services provided by Citix

sorver Use of o
Iicense covering the specc ecton of the Carix server software
procuct with which you wil be using this component. Your use of this Product with which you will be using this componant. Your use of this

Print... Save. GoBack (_Continue Print.. Save. GoBack | | Continue

6. Click Continue.
7. Click Agree to continue the install.



L] & Install Citrix Receiver =
Standard Install on "Macintosh HD* Installing Citrix Receiver

This will take 138.4 M8 of space on your computer.

Introguction ntroduct
s 0 perform a standard of this software License Installer is trying to install new software.
of this: computer. Al users of this computer will be ol
his software. estinly

installatio| |

Installatiy

8. Click Install Software.

9. Enter Administrative credentials for your Mac. Note: This is the login used for your computer,
NOT your UABMC credentials.

10.Click Install Software.

Introduction Intraduction ed instructions to set up Receiver w
) or a server addrass, check Add Account, then click Contine.
License License
Destination Select Destination Select
Add A
Installation Type Writing files... Installation Type
Installation Installation

fdd Account Add Account

nstal time remaining: About a minute

11.Citrix Receiver will now be installed.
12.Click Continue. Note: You are NOT required to add an account.

[ ) ® Install Citrix Receiver a

The installation was completed successfully.

Introduction

The installation was st ful

The software was installed

LI Close |

13.0nce installation is complete, click Close to close the Installer. This completes the process.



Unblocking/Detecting Citrix Receiver Plug-In

In some instances, while using Safari or Chrome on a Mac, the Citrix Plug-In will need to unblocked
and/or detected. Instructions are listed below.

Safari

1

Unblock the Citrix plug-in

Allow this website to run the Gitrix plug-in to access apps.

Please activate the Gitrix plug-in in the browser

1. If a prompt to unblock the Citrix Plug-In is received, click on Safari in your toolbar to access
the drop down menu.

2. Click Preferences to access the preference pane for Safari.

" LEIELGN File  Edit View History Bookmarks Window Help
'Y About Safari
Safari Extensions...

Preferences... 38,

Clear History...
Services >

Hide Safari %H
Hide Others X#H

Quit Safari #Q

3. Click on Websites in the Safari preference pane. Check boxes for Citrix Online Web
Deploymentand Citrix Receiver.

4. Close Safari preference pane.



General Tabs AutoFill Passwords

5. Reload the webpage.

6. Click Trust to allow “citrix.hs.uab.edu”

| = ‘/’ &2

General

[ comera

| ] | Microphane

® \otificstions

Plug-ins

Adobe Flash Player
Citrix Online Web Depl...
Version 1.0.105

Citrix Receiver
Version 12.8.1

DivX Plus Web Player

AMac
on 310,24

Google Earth Plug-in

Google Talk Plugin

Q

Search Security Privacy Websites Extensions Advanced

Websites

OV &

Automatically use ReadeNgn the websites below:
Currently Open Websites

(@) citrix.hs.uab.edu

When visiting other websites:

e oy o

Do you want to trust the website “citri

the “Citrix Receiver” plug-in?

off

off

to use the Citrix Receiver Plug-In.

hhs.uab.edu” to use

‘You ¢an manage which websites you trust to Use this plug-in in Safari

Websites preferences.

Never for This Website

ot Now




Chrome

1. Click Detect Receiver.

chrapx
Receiver

Welcome to Citrix Recsiver
aLLaRplications and deskiops.

2. Check “Always open these types of links in the associated app”.
3. Click Open Citrix Receiver Launcher.

Open Citrix Receiver Launcher?
. Always open these types of links in the associated app

Cancel Open Citrix Receiver Launcher _

4. Click Open to open “Citrix Receiver Launcher.”

You are opening the application “Citrix Receiver

Launcher” for the first time. Are you sure you want to
. open this application?

The application is in a folder named “Citrix Receiver." To see the

application in the Finder without opening it, click Show Application.

Show Application Cancel Cpen

10



Installing RSA SecurlID

RSA SecurlID for iOS

2 . :
1. Tap the App Store Icon on your iOS Device.
2. Tap the Search icon and enter RSA SecurlD into the search field.

ull ATRT = 9:37PM C®TRasul ol ATET = 939 PM CE A aame
TUESDAY, MARCH 6 A rsa securid Cancel

Q rsa securid

DEEP DIVE

Our Favorite Arena Q rsa securid authenticate

Bt

Q rsa securid software token
Q rsa security

Q app guide for r..oftware token

RSA

3. Select RSA SecurlD &= then tap Get to download.

ol ATET = 9:39 PM C@ 7 ¥aann )

@ rsa securid

[F7) RSA SecurlD Softwa...
Busine: GET
=) ...

B 04535977 re

73948 RSA SecurlD
° Authenticate GET
Ly it

O

0798 2289 -

11



RSA SecurlD for Android

1. Tap the Google Play Store Icon ' on your Android Device.
2. Tap the Search icon and enter RSA SecurlD into the search field.

= Google Play =

APPS & GAMES

TOP CHARTS. w CATEGORI

Movgs& rsuslc. RSA ecurlD Software Token

software token

(o S
Q rea
MORE
o apps
Q software token app
g @ 1 Q e authenticate
A k i Snay L H
416 EREE 40+  FREE Q d

software tokenrsa

RSA
3. Select RSA SecurlD &=8 then tap Install.

Securiv

&
1[5laia[olols}s

FL9, RSA SecurlD Software [
Token
C= Security

€ Everyone
INSTALL

Mzke your Android de nient,
cost-effective RSA SecurlD authenticator.

READ MORE




Importing RSA Software Token

=

On your mobile device, open the RSA Software Token e-mail sent to you by HSIS.
2. Use the Copy function on your mobile device to copy the link in Step 3 of the e-mail.

RSA

3. Tap the RSA SecurlD icon &= to open the app.

il ATET 9:44 PM C@ TR Azl )

Welcome ?

Welcome to RSA SecurlD

This app requires a software token for
generating one-time passwords.

Contact your administrator if you have not

received a software token to import into the
app.

4. Tap the Add/Import Token

5. Paste the link from the RSA Software Token into the text box. Ensure that no characters were

SO!

Scan QR Code

Enter Link

Cancel

ol ATRT T 10:21PM @ 7gaEni

< Welcome Enter Link

To import the token, type or paste the link
that your administrator sent you. The link
starts with com.rsa.securid://

com.rsa.securid://ctf?
ctfData=302785970930278597093027859
7093027859709302785970930278597093
02785970930278597091

omitted and that no extra spaces are present.

6. Tap Submit.

Welcome

To use this app, you must
import a software token. If your
administrator requested your
device ID, tap Device ID. For
instructions on importing a
token, contact your

Import Token

administrator

Device ID: 0401 1D27A6BC 9044881 Scan QR Code

Import Token

http://127.0.0.1/securid/
ctf?ctfdata=01948494749474938494

849383747483738373947484746373
837363527383638363837363838373

8
IMPORT

ploIpuy

13



Tokencode ?

Token 1

75916414

45, seconds remaining

Token successfully imported.

0K

= (5] > ®

7. If import is successful, rotating numbers will be displayed on your mobile device. If the import is
unsuccessful, check the link for errors. If additional troubleshooting is required, contact the HSIS
Help Desk at (205) 934-8888 for assistance.



Setting RSA Software TokenPIN

A 4-8 digit PIN must be set for your RSA Software Token following the import of the token on your
mobile device. Follow these instructions to set the PIN.

1. Access the UAB Medicine Citrix Storefront by entering the following address into your computer’s
web browser: hitps://citrix.hs.uab.edu

B MEDICINE

2. Enter the following information to login:
e Username: AD Username (UABMC E-Mail and/or Citrix Apps Username)

e Password: AD Password (Password for UABMC E-Mail and/or Citrix Apps)
e Passcode: Tokencode (Numbers displayed on RSA Token)

LBMD'C'N ttttt e ;
Submit

3. Enter a 4-8 digitPIN. Note: PIN cannot start with zero, be repetitive, or be a sequence of numbers
(i.e. 0237, 0745,1111, 2222, 1234, 9876).

15


https://citrix.hs.uab.edu/

LM MEDICINE g

Submit

4. Confirm PIN.

W MEDICINE

5. Allow tokencode on phone to change then enter new passcode. The Passcode is your PIN
followed by the tokencode being displayed on your mobile device. Example: If your PIN is 4231
and the tokencode is 98762222, the Passcode is 423198762222.

16



RSA On-Demand Token
1. Enter the following address into your computer’s browser:

https://mytoken.hs.uab.edu/console-selfservice/OnDemand OTTLogin.do?action=nvPreEdit

E | Send Me an On-Demand Tokencode

* Required Field
Enter your Credentials

Enter your User ID and your PIN for On-Demand Authentication. Click Submit to have a tokencode sent to your registered destination.

User1D:  * [helpdesk

PIN: B P

Cancel Submit

2. Log in with AD Username and Temporary PIN sent to via e-mail by HSIS.

-

E | On-Demand Authentication: New PIN Required

* Required Field

Change your PIN

/1% You are required to create a new PIN

Create PIN: " El Your PIN must be between 4 and & characters long
Confirm PIN: ™ [qand] =

cencel | (3 &

3. You will be prompted to set a new PIN. PIN cannot start with zero, be repetitive, or be a sequence
of numbers (i.e. 0237, 0745, 1111, 2222, 1234, 9876).

17


https://mytoken.hs.uab.edu/console-selfservice/OnDemandOTTLogin.do?action=nvPreEdit

\ e st e

¥, Your On-Demand Tokencode Was Sent

On Demand Tokencode

‘Wed 3/7/2018 11:39 PM

UABHS RSA@uabme.edu

On Demand Tokencode

To
On-Demand Tokencode: 02004020
Expires atter use or 60 minutes
REMIMDER - ¥our "Passcode" is (PIN+tokencode)

4. After setting your PIN, atokencode will be e-mailed to you.

After initial setup, visit the website listed above to request a tokencode. After inputting your Username
and PIN, a tokencode will be sent to the email associated with your token.

18



Accessing the UAB Medicine Citrix Storefront

1. Access the UAB Medicine Citrix Storefront by entering the following address into your
computer’'s web browser: https://citrix.hs.uab.edu

s MEDICINE

2. Enter the following information to login:

e Username: AD Username (UABMC E-Mail and/or Citrix Apps Username)

e Password: AD Password (Password for UABMC E-Mail and/or Citrix Apps)

e Passcode: PIN followed by Tokencode (Example: If your PIN is 4291 and the tokencode
is 49274138, the Passcode is 429149274138.)

3. If Add-On prompt is displayed, click Allow.

19


https://citrix.hs.uab.edu/

A website wants to open web content using this
program on your computer

This program will open outside of Protected mode. Internet Explorer's
Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

MName: Citrix Connection Manager
Publisher:  Citrix Systems, Inc.

Do not show me the warning for this program again

Allow Don't allow

4. If Security Warning is displayed, check box and click Allow.

Citrix StoreFront

) ) 3 ) [ i

B B '® K
l
®
¢ ® B K
LOBRLNNS

5. Access apps on UAB Medicine Citrix Storefront.

20



Citrix My Desktop Access

1. Access the UAB Medicine Citrix Storefront by entering the following address into your computer’s
web browser: https://citrix.hs.uab.edu

B MEDICINE

2. Enter the following information to login:

e Username: AD Username (UABMC E-Mail and/or Citrix Apps Username)
e Password: AD Password (Password for UABMC E-Mail and/or Citrix Apps)

e Passcode: PIN followed by Tokencode (Example: If your PIN is 4291 and the tokencode is
49274138, the Passcode is 429149274138.)

Citrix StoreFront

3. Once logged into the UAB Medicine Citrix Storefront, click on the Apps icons.

21


https://citrix.hs.uab.edu/

Citrix StoreFront

Jetails © details
My Desktop My Desktop Management /

4. Enter ‘My Desktop’ in the Search Box.

Citrix StoreFront

A (A
2 (-]
My Desktop My Desicon Managem:

\ -
Starting...

() More infomation Concel

5. Click the My Desktop Icon to launch My Desktop.

Citrix Receiver - Security Warning
Q An online application is attempting to access

information on a device attached to your
computer.

—> Block access
Do not permit the application to use these devices,

—> Permit use

Permit the application to use these devices,

Do not ask me again for this site.

6. If a Security Warning is displayed, check the box and choose Permit Use.



%, Remote Desktop Connection @

|i} The publisher of this remote connection can' be identified. Do you want to
4 comnect anyway?

This remote connection could ham your local or remote computer. Do not connect unless you know
where this connection came from or have used it before.

L Publisher: Unknown publisher
) Type: Remote Desktop Connection
Remote computer. 2UA .dyn hs uab.edu
Connect :
7. Click Connect.
Windows Security @

Enter your credentials
These credentials will be used to connect to 2UA3270YTM.dyn.hs.uab.edu.

|he|pde5k |

()=——

Domain:

%. Windows 7 nterprise

9. Click OK. Your desktop should now be displayed.

23



Contact Us

If you require assistance, please contact the Health System Information Services (HSIS) Help Desk
via e-mail at helpdesk@uabmc.edu or by phone at (205) 934-8888.

24
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